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Abstract—With cloud data services, it is commonplace for data to be not only stored in the cloud, but also shared across multiple

users. Unfortunately, the integrity of cloud data is subject to skepticism due to the existence of hardware/software failures and human

errors. Several mechanisms have been designed to allow both data owners and public verifiers to efficiently audit cloud data integrity

without retrieving the entire data from the cloud server. However, public auditing on the integrity of shared data with these existing

mechanisms will inevitably reveal confidential information—identity privacy—to public verifiers. In this paper, we propose a novel

privacy-preserving mechanism that supports public auditing on shared data stored in the cloud. In particular, we exploit ring signatures

to compute verification metadata needed to audit the correctness of shared data. With our mechanism, the identity of the signer on

each block in shared data is kept private from public verifiers, who are able to efficiently verify shared data integrity without retrieving

the entire file. In addition, our mechanism is able to perform multiple auditing tasks simultaneously instead of verifying them one by one.

Our experimental results demonstrate the effectiveness and efficiency of our mechanism when auditing shared data integrity.

Index Terms—Public auditing, privacy-preserving, shared data, cloud computing
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1 INTRODUCTION

CLOUD service providers offer users efficient and scal-
able data storage services with a much lower marginal

cost than traditional approaches [2]. It is routine for users to
leverage cloud storage services to share data with others in
a group, as data sharing becomes a standard feature in most
cloud storage offerings, including Dropbox, iCloud and
Google Drive.

The integrity of data in cloud storage, however, is subject
to skepticism and scrutiny, as data stored in the cloud can
easily be lost or corrupted due to the inevitable hardware/
software failures and human errors [3], [4]. To make this
matter even worse, cloud service providers may be reluc-
tant to inform users about these data errors in order to
maintain the reputation of their services and avoid losing
profits [5]. Therefore, the integrity of cloud data should be
verified before any data utilization, such as search or com-
putation over cloud data [6].

The traditional approach for checking data correctness
is to retrieve the entire data from the cloud, and then ver-
ify data integrity by checking the correctness of signatures
(e.g., RSA [7]) or hash values (e.g., MD5 [8]) of the entire
data. Certainly, this conventional approach is able to suc-
cessfully check the correctness of cloud data. However,

the efficiency of using this traditional approach on cloud
data is in doubt [9].

The main reason is that the size of cloud data is large
in general. Downloading the entire cloud data to verify
data integrity will cost or even waste users amounts of
computation and communication resources, especially
when data have been corrupted in the cloud. Besides,
many uses of cloud data (e.g., data mining and machine
learning) do not necessarily need users to download the
entire cloud data to local devices [2]. It is because cloud
providers, such as Amazon, can offer users computation
services directly on large-scale data that already existed
in the cloud.

Recently, many mechanisms [9], [10], [11], [12], [13],
[14], [15], [16], [17] have been proposed to allow not only
a data owner itself but also a public verifier to efficiently
perform integrity checking without downloading the
entire data from the cloud, which is referred to as public
auditing [5]. In these mechanisms, data is divided into
many small blocks, where each block is independently
signed by the owner; and a random combination of all
the blocks instead of the whole data is retrieved during
integrity checking [9]. A public verifier could be a data
user (e.g., researcher) who would like to utilize the own-
er’s data via the cloud or a third-party auditor (TPA) who
can provide expert integrity checking services [18]. Mov-
ing a step forward, Wang et al. designed an advanced
auditing mechanism [5] (named as WWRL in this paper),
so that during public auditing on cloud data, the content
of private data belonging to a personal user is not dis-
closed to any public verifiers. Unfortunately, current pub-
lic auditing solutions mentioned above only focus on
personal data in the cloud [1].

We believe that sharing data among multiple users is
perhaps one of the most engaging features that motivates
cloud storage. Therefore, it is also necessary to ensure the
integrity of shared data in the cloud is correct. Existing
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public auditing mechanisms can actually be extended to
verify shared data integrity [1], [5], [19], [20]. However, a
new significant privacy issue introduced in the case of
shared data with the use of existing mechanisms is the leak-
age of identity privacy to public verifiers [1].

For instance, Alice and Bob work together as a group
and share a file in the cloud (as presented in Fig. 1). The
shared file is divided into a number of small blocks,
where each block is independently signed by one of the
two users with existing public auditing solutions (e.g.,
[5]). Once a block in this shared file is modified by a user,
this user needs to sign the new block using his/her pri-
vate key. Eventually, different blocks are signed by differ-
ent users due to the modification introduced by these two
different users. Then, in order to correctly audit the integ-
rity of the entire data, a public verifier needs to choose
the appropriate public key for each block (e.g., a block
signed by Alice can only be correctly verified by Alice’s
public key). As a result, this public verifier will inevitably
learn the identity of the signer on each block due to the
unique binding between an identity and a public key via
digital certificates under public key infrastructure (PKI).

Failing to preserve identity privacy on shared data dur-
ing public auditing will reveal significant confidential infor-
mation (e.g., which particular user in the group or special
block in shared data is a more valuable target) to public
verifiers. Specifically, as shown in Fig. 1, after performing
several auditing tasks, this public verifier can first learn that
Alice may be a more important role in the group because
most of the blocks in the shared file are always signed by
Alice; on the other hand, this public verifier can also easily
deduce that the eighth block may contain data of a higher
value (e.g., a final bid in an auction), because this block is
frequently modified by the two different users. In order to
protect these confidential information, it is essential and
critical to preserve identity privacy from public verifiers
during public auditing.

In this paper, to solve the above privacy issue on shared
data, we propose Oruta,1 a novel privacy-preserving pub-
lic auditing mechanism. More specifically, we utilize ring
signatures [21] to construct homomorphic authenticators
[10] in Oruta, so that a public verifier is able to verify the
integrity of shared data without retrieving the entire
data—while the identity of the signer on each block in
shared data is kept private from the public verifier. In

addition, we further extend our mechanism to support
batch auditing, which can perform multiple auditing tasks
simultaneously and improve the efficiency of verification
for multiple auditing tasks. Meanwhile, Oruta is compati-
ble with random masking [5], which has been utilized in
WWRL and can preserve data privacy from public veri-
fiers. Moreover, we also leverage index hash tables from a
previous public auditing solution [15] to support dynamic
data. A high-level comparison among Oruta and existing
mechanisms is presented in Table 1.

The remainder of this paper is organized as follows. In
Section 2, we present the system model, threat model and
design objectives. In Section 3, we introduce cryptographic
primitives used in Oruta. The detailed design and security
analysis of Oruta are presented in Section 4 and Section 5.
In Section 6, we evaluate the performance of Oruta. Finally,
we briefly discuss related work in Section 7, and conclude
this paper in Section 8.

2 PROBLEM STATEMENT

2.1 System Model

As illustrated in Fig. 2, the system model in this paper
involves three parties: the cloud server, a group of users
and a public verifier. There are two types of users in a
group: the original user and a number of group users. The
original user initially creates shared data in the cloud, and
shares it with group users. Both the original user and group
users are members of the group. Every member of the group
is allowed to access and modify shared data. Shared data
and its verification metadata (i.e., signatures) are both
stored in the cloud server. A public verifier, such as a third-
party auditor providing expert data auditing services or a
data user outside the group intending to utilize shared data,
is able to publicly verify the integrity of shared data stored
in the cloud server.

When a public verifier wishes to check the integrity of
shared data, it first sends an auditing challenge to the
cloud server. After receiving the auditing challenge, the

Fig. 1. Alice and Bob share a data file in the cloud, and a public verifier
audits shared data integrity with existing mechanisms.

TABLE 1
Comparison among Different Mechanisms

Fig. 2. Our system model includes the cloud server, a group of users and
a public verifier.1. Oruta stands for “One Ring to Rule Them All.”

44 IEEE TRANSACTIONS ON CLOUD COMPUTING, VOL. 2, NO. 1, JANUARY-MARCH 2014



cloud server responds to the public verifier with an
auditing proof of the possession of shared data. Then,
this public verifier checks the correctness of the entire
data by verifying the correctness of the auditing proof.
Essentially, the process of public auditing is a challenge-
and-response protocol between a public verifier and the
cloud server [9].

2.2 Threat Model

Integrity Threats. Two kinds of threats related to the integ-
rity of shared data are possible. First, an adversary may
try to corrupt the integrity of shared data. Second, the
cloud service provider may inadvertently corrupt (or
even remove) data in its storage due to hardware failures
and human errors. Making matters worse, the cloud ser-
vice provider is economically motivated, which means it
may be reluctant to inform users about such corruption
of data in order to save its reputation and avoid losing
profits of its services.

Privacy Threats. The identity of the signer on each block
in shared data is private and confidential to the group.
During the process of auditing, a public verifier, who is
only allowed to verify the correctness of shared data
integrity, may try to reveal the identity of the signer on
each block in shared data based on verification metadata.
Once the public verifier reveals the identity of the signer
on each block, it can easily distinguish a high-value target
(a particular user in the group or a special block in shared
data) from others.

2.3 Design Objectives

Our mechanism, Oruta, should be designed to achieve fol-
lowing properties: (1) Public Auditing: A public verifier is
able to publicly verify the integrity of shared data without
retrieving the entire data from the cloud. (2) Correctness: A
public verifier is able to correctly verify shared data integ-
rity. (3) Unforgeability: Only a user in the group can generate
valid verification metadata (i.e., signatures) on shared data.
(4) Identity Privacy: A public verifier cannot distinguish the
identity of the signer on each block in shared data during
the process of auditing.

2.4 Possible Alternative Approaches

To preserve the identity of the signer on each block dur-
ing public auditing, one possible alternative approach is
to ask all the users of the group to share a global private
key [22], [23]. Then, every user is able to sign blocks with
this global private key. However, once one user of the
group is compromised or leaving the group, a new global
private key must be generated and securely shared
among the rest of the group, which clearly introduces
huge overhead to users in terms of key management and
key distribution. While in our solution, each user in the
rest of the group can still utilize its own private key for
computing verification metadata without generating or
sharing any new secret keys.

Another possible approach to achieve identity privacy,
is to add a trusted proxy between a group of users and
the cloud in the system model. More concretely, each
member’s data is collected, signed, and uploaded to the

cloud by this trusted proxy, then a public verifier can
only verify and learn that it is the proxy signs the data,
but cannot learn the identities of group members. Yet,
the security of this method is threatened by the single
point failure of the proxy. Besides, sometimes, not all the
group members would like to trust the same proxy for
generating signatures and uploading data on their
behalf. Utilizing group signatures [24] is also an alterna-
tive option to preserve identity privacy. Unfortunately,
as shown in our recent work [25], how to design an effi-
cient public auditing mechanism based on group signa-
tures remains open.2

Trusted Computing offers another possible alternative
approach to achieve the design objectives of our mecha-
nism. Specifically, by utilizing direct anonymous attes-
tation [26], which is adopted by the Trusted Computing
Group as the anonymous method for remote authentica-
tion in trusted platform module, users are able to pre-
serve their identity privacy on shared data from a public
verifier. The main problem with this approach is that it
requires all the users using designed hardware, and
needs the cloud provider to move all the existing cloud
services to the trusted computing environment, which
would be costly and impractical.

3 PRELIMINARIES

In this section, we briefly introduce cryptographic primi-
tives and their corresponding properties that we implement
in Oruta.

3.1 Bilinear Maps

Let G1, G2 and GT be three multiplicative cyclic groups of
prime order p, g1 be a generator of G1, and g2 be a generator
of G2. A bilinear map e is a map e: G1 � G2 ! GT with the
following properties:

� Computability: there exists an efficiently computable
algorithm for computing map e.

� Bilinearity: for all u 2 G1, v 2 G2 and a; b 2 Zp,
eðua; vbÞ ¼ eðu; vÞab.

� Non-degeneracy: eðg1; g2Þ 6¼ 1.
Bilinear maps can be generally constructed from certain

elliptic curves [27]. Readers do not need to learn the techni-
cal details about how to build bilinear maps from certain
elliptic curves. Understanding the properties of bilinear
maps described above is sufficient enough for readers to
access the design of our mechanism.

3.2 Security Assumptions

The security of our proposed mechanism is based on the
two following assumptions:

Computational Co-Diffie-Hellman (Co-CDH) Problem. Let
a 2 Z�p, given g2; g

a
2 2 G2 and h 2 G1 as input, output h

a 2 G1.

Definition 1 (Computational Co-Diffie-Hellman Assump-
tion). The advantage of a probabilistic polynomial time

2. The direct leverage of group signatures in an public auditing
mechanism makes the size of verification metadata extremely huge,
which is much larger than the size of data itself. See [25] for details.
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algorithm A in solving the Co-CDH problem on ðG1;G2Þ is
defined as

AdvCoCDHA ¼ Pr
�A�g2; ga2; h� ¼ ha : a R Z�p; h 

R
G1

�
;

where the probability is over the choice of a and h, and the coin
tosses of A. The Co-CDH assumption means, for any probabi-
listic polynomial time algorithm A, the advantage of it in solv-
ing the Co-CDH problem on ðG1;G2Þ is negligible.
For the ease of understanding, we can also say solving

the Co-CDH problem on ðG1;G2Þ is or computationally
infeasible or hard under the Co-CDH assumption.

Discrete Logarithm (DL) Problem. Let a 2 Z�p, given
g; ga 2 G1 as input, output a.

Definition 2 (Discrete Logarithm Assumption). The advan-
tage of a probabilistic polynomial time algorithm A in solving
the DL problem in G1 is defined as

AdvDLA ¼ Pr
�Aðg; gaÞ ¼ a : a R Z�p

�
;

where the probability is over the choice of a, and the coin tosses
of A. The DL Assumption means, for any probabilistic polyno-
mial time algorithm A, the advantage of it in solving the DL
problem in G1 is negligible.

3.3 Ring Signatures

The concept of ring signatures was first proposed by Riv-
est et al. [28] in 2001. With ring signatures, a verifier is
convinced that a signature is computed using one of group
members’ private keys, but the verifier is not able to deter-
mine which one. More concretely, given a ring signature
and a group of d users, a verifier cannot distinguish the
signer’s identity with a probability more than 1=d. This
property can be used to preserve the identity of the signer
from a verifier.

The ring signature scheme introduced by Boneh et al.
[21] (referred to as BGLS in this paper) is constructed on
bilinear maps. We will extend this ring signature scheme to
construct our public auditing mechanism.

3.4 Homomorphic Authenticators

Homomorphic authenticators (also called homomorphic
verifiable tags) are basic tools to construct public auditing
mechanisms [1], [5], [9], [10], [12], [15]. Besides unforge-
ability (i.e., only a user with a private key can generate
valid signatures), a homomorphic authenticable signature
scheme, which denotes a homomorphic authenticator
based on signatures, should also satisfy the following
properties:

Let ðpk; skÞ denote the signer’s public/private key pair,
s1 denote a signature on block m1 2 Zp, s2 denote a signa-
ture on blockm2 2 Zp.

� Blockless verifiability: Given s1 and s2, two random
values a1, a2 2 Zp and a block m0 ¼ a1m1þ
a2m2 2 Zp, a verifier is able to check the correctness
of blockm0 without knowing blockm1 andm2.

� Non-malleability: Given s1 and s2, two random values
a1, a2 2 Zp and a block m0 ¼ a1m1 þ a2m2 2 Zp, a
user, who does not have private key sk, is not able to

generate a valid signature s0 on block m0 by linearly
combining signature s1 and s2.

Blockless verifiability allows a verifier to audit the cor-
rectness of data stored in the cloud server with a special
block, which is a linear combination of all the blocks in
data. If the integrity of the combined block is correct,
then the verifier believes that the integrity of the entire
data is correct. In this way, the verifier does not need to
download all the blocks to check the integrity of data.
Non-malleability indicates that an adversary cannot gen-
erate valid signatures on arbitrary blocks by linearly com-
bining existing signatures.

4 NEW RING SIGNATURE SCHEME

4.1 Overview

As we introduced in previous sections, we intend to uti-
lize ring signatures to hide the identity of the signer on
each block, so that private and sensitive information of
the group is not disclosed to public verifiers. However,
traditional ring signatures [21], [28] cannot be directly
used into public auditing mechanisms, because these ring
signature schemes do not support blockless verifiability.
Without blockless verifiability, a public verifier has to
download the whole data file to verify the correctness of
shared data, which consumes excessive bandwidth and
takes very long verification times.

Therefore, we design a new homomorphic authentica-
ble ring signature (HARS) scheme, which is extended
from a classic ring signature scheme [21]. The ring signa-
tures generated by HARS are not only able to preserve
identity privacy but also able to support blockless verifi-
ability. We will show how to build the privacy-preserv-
ing public auditing mechanism for shared data in the
cloud based on this new ring signature scheme in the
next section.

4.2 Construction of HARS

HARS contains three algorithms: KeyGen, RingSign and
RingVerify. In KeyGen, each user in the group generates
his/her public key and private key. In RingSign, a user
in the group is able to generate a signature on a block
and its block identifier with his/her private key and all
the group members’ public keys. A block identifier is a
string that can distinguish the corresponding block from
others. A verifier is able to check whether a given block is
signed by a group member in RingVerify. Details of this
scheme are described in Fig. 3.

4.3 Security Analysis of HARS

Now, we discuss security properties of HARS, including
correctness, unforgeability, blockless verifiability, non-mal-
leability and identity privacy.

Theorem 1. Given any block m, its block identifier id, and its
ring signature s ¼ ðs1; . . . ; sdÞ, a verifier is able to correctly
check the integrity of this block under HARS.

Proof. Based on properties of bilinear maps, the correctness
of this scheme can be proved as follows:
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where b is computed as b ¼ H1ðidÞgm1 . tu
Theorem 2. For any adversary A, it is computationally infeasible

to forge a ring signature under HARS, as long as the Co-CDH
assumption on ðG1;G2Þ holds.

Proof. We follow the security game defined in traditional
ring signature schemes [21]. In the game, an adversary A
is given all the d users’ public key ðpk1; . . . ;pkdÞ ¼
ðw1; . . . ; wdÞ, and is given access to the hash oracle and
the ring signing oracle. The goal of adversary A is to out-
put a valid ring signature on a pair of block/identifier
ðm; idÞ, where this pair of block/identifier ðm; idÞ has
never been presented to the ring signing oracle. If adver-
sary A achieves this goal, then it wins the game. And we
can prove that if adversary A could win the game, then
we can find an algorithm B to solve the Co-CDH problem
on ðG1;G2Þ with a non-negligible advantage, which con-
tradicts to the Co-CDH assumption we introduced in
Section 3. So, we first assume adversary A is able to gen-
erate a forgery by the following security game simulated
by algorithm B.

Initially, given gab1 2 G1, ga2 2 G2, algorithm B ran-
domly picks x2; . . . ; xn from Zp and sets x1 ¼ 1. Then, it
sets pki ¼ wi ¼ ðga2Þxi . Adversary A is given the public
keys ðpk1; . . . ;pkdÞ ¼ ðw1; . . . ; wdÞ. Without loss of

generality, we assume A can submit distinct queries,
which means for every ring signing query on a block m
and its identifier id,A has previously issued a hash query
on blockm and identifier id.

Hash Query. On a hash query issued by A, B flips a
coin that shows 0 with probability pc, and shows 1 other-
wise. Then B randomly picks r 2 Zp, if the coin shows 0,
B returns ðgab1 Þr to A, otherwise it returns cðga2Þr. Since r
is randomly selected from Zp, and gab1 and cðga2Þ are both
elements of cyclic group G1, therefore, the distribution of
ðgab1 Þr is identical to the distribution of cðga2Þr, which
means A cannot distinguish the result of flipped coin
from the result of the hash query.

Ring Signing Query. Suppose A issues a ring signing
query on a block m and its identifier id. By the assump-
tion of the game, a hash query has been issued by B on
this pair of block/identifier ðm; idÞ. If the coin B flipped
for this hash query showed 0, then B fails and exits. Oth-
erwise B has returned HðidÞgm1 ¼ cðga2Þr for some r,
which was randomly selected in the corresponding hash
query. In this case, B chooses random a2; . . . ; ad 2 Zp,
computes a ¼ r� ða2x2 þ � � � þ adxdÞ, and returns the sig-
nature sss ¼ ðga1; ga21 ; . . . ; g

ad
1 Þ.

Eventually A outputs a forgery sss ¼ ðsss1; . . . ; sssdÞ on
block m and identifier id. Again by the assumption, a
hash query has been issued on this pair of block/identi-
fier ðm; idÞ. If the coin flipped by B for this hash query
did not show 0 then B fails. Otherwise, HðidÞgm1 ¼ gabr1

for some r, which was randomly chosen by B in corre-
sponding hash query, and B can output gb1 by computing
ðQd

i¼1 s
xi
i Þ1=r.

Clearly, given gab1 2 G1, g
a
2 2 G2, algorithm B is able to

output gb1 2 G1 via the above security game with an
advantage of �pqsc ð1� pcÞ, ifA is able to generate a forgery
with an advantage of �. This advantage of algorithm B is
maximized as �=ðe�ð1þ qsÞÞ when pc ¼ qs=ðqs þ 1Þ, where
eee ¼ limqs!1ð1þ 1=qsÞqs .

According to [21], the Co-CDH problem can be solved
by running two random instances of algorithm B. There-
fore, if adversary A is able to generate a forgery of a ring
signature with an advantage of �, then running two
instances of algorithm B is able to solve Co-CDH

Fig. 3. Details of HARS.
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problem with an advantage of ð�=ðeþ eqsÞÞ2. Clearly, if
the advantage of adversary A of generating a forgery is
non-negligible, then the advantage of solving the Co-
CDH problem by running two instances of algorithm B
is also non-negligible, which contradicts to the Co-CDH
assumption on ðG1;G2Þ. Therefore, it is computationally
infeasible for adversaryA to generate a forgery. tu

Theorem 3. HARS is a homomorphic authenticable ring signa-
ture scheme.

Proof. To prove HARS is a homomorphic authenticable ring
signature scheme, we first prove that HARS is able to
support blockless verifiability, which we defined in Sec-
tion 3. Then we show HARS is also non-malleable.

Blockless Verifiability. Given all the d users’ public
keys ðpk1; . . . ;pkdÞ ¼ ðw1; . . . ; wdÞ, two identifiers id1
and id2, two ring signatures sss1 ¼ ðsss1;1; . . . ; sss1;dÞ and
s2 ¼ ðsss2;1; . . . ; sss2;dÞ, and two random values y1, y2 2 Zp, a
verifier is able to check the correctness of a combined
block m0 ¼ y1m1 þ y2m2 2 Zp without knowing block m1

andm2 by verifying:

e
�
H1ðid1Þy1H1ðid2Þy2gm01 ; g2

� ¼? Yd
i¼1

e
�
s
y1
1;i � sy2

2;i; wi

�
:

Based on Theorem 1, the correctness of the above
equation can be proved as

eðH1ðid1Þy1H1ðid2Þy2gm01 ; g2Þ
¼ eðH1ðid1Þy1gy1m1

1 ; g2Þ � eðH1ðid2Þy2gy2m2
1 ; g2Þ

¼ eðb1; g2Þy1 � eðb2; g2Þy2

¼
Yd
i¼1

eðs1;i; wiÞy1 �
Yd
i¼1

eðs2;i; wiÞy2

¼
Yd
i¼1

e
�
s
y1
1;i � sy2

2;i; wi

�
:

If the combined block m0 is correct, the verifier also
believes that blockm1 andm2 are both correct. Therefore,
HARS is able to support blockless verifiability.

Non-Malleability. Meanwhile, an adversary, who
does not have any user’s private key, cannot generate
a valid ring signature sss0 on the combined block m0 ¼
y1m1 þ y2m2 by combining sss1 and sss2 with y1 and y2.
Because if an element sss0i in sss0 is computed as sss0i ¼
sss
y1
1;i � sssy2

2;i, the whole ring signature sss0 ¼ ðsss01; . . . ; sss0dÞ can-
not pass Equation (3) in RingVerify. The hardness of
this problem lies in the fact that H1 must be a one-
way hash function (given every input, it is easy to
compute; however, given the image of a random
input, it is hard to invert).

Specifically, if blockm1 andm2 are signed by the same
user, for example, user us, then s0s can be computed as

s0s ¼ s
y1
1;s � sy2

2;s ¼
b
y1
1 b

y2
2Q

i 6¼s w
y1a1;i
1;i �w

y2a2;i
2;i

 !1=xs

:

For all i 6¼ s, s0i ¼ s
y1
1;i � sy2

2;i ¼ g
ðy1a1;iþy2a2;iÞ
1 , where a1;i and

a2;i are random values. When this invalid ring signature

sss0 ¼ ðs01; . . . ; s0dÞ and the combined block m0 are verified
together with Equation (3), we have

Yd
i¼1

e
�
s0i; wi

� ¼ e
�
b
y1
1 b

y2
2 ; g2

� 6¼ eðb0; g2Þ;

which means it fails to pass the verification. The reason is
that if b

y1
1 b

y2
2 ¼ Hðid1Þy1Hðid2Þy2gm01 is equal to b0 ¼

Hðid0Þgm01 , we can have Hðid0Þ ¼ Hðid1Þy1Hðid2Þy2 . Then,
given a random value of h ¼ Hðid1Þy1Hðid2Þy2 (due to
y1; y2 are randoms), we can easily find an input id0 so that
Hðid0Þ ¼ h, which contradicts to the assumption that H1

is a one-way hash function.
If block m1 and m2 are signed by different users, for

example, user us and user ut, then s0s and s0t can be pre-
sented as

s0s ¼
b
y1
1Q

i6¼s w
y1a1;i
i

 !1=xs

�gy2a2;s1 ;

s0t ¼ g
y1a1;t
1 � b

y2
2Q

i 6¼t w
y2a2;i
i

 !1=xt

For all i 6¼ s and i 6¼ t, s0i ¼ s
y1
1;i � sy2

2;i ¼ g
ðy1a1;iþy2a2;iÞ
1 , where

a1;i and a2;i are random values. When this invalid ring
signature s0 ¼ ðs01; . . . ; s0dÞ and the combined block m0

are verified together with Equation (3), we have

Yd
i¼1

e
�
s0i; wi

� ¼ e
�
b
y1
1 b

y2
2 ; g2

� 6¼ eðb0; g2Þ;

which means it fails to pass the verification, due to the
same reason explained in the previous case that H1 is a
one-way hash function. Therefore, an adversary cannot
output valid ring signatures on combined blocks by com-
bining existing signatures, which indicates that HARS is
non-malleable. Since HARS is blockless verifiable and
non-malleable, it is a homomorphic authenticable signa-
ture scheme. tu

Theorem 4. For any algorithm A, any group U with d users, and
a random user us 2 U , the probability Pr½AðsssÞ ¼ us� is at
most 1=d under HARS, where s is a ring signature generated
with user us’s private key sks.

Proof. For any h 2 G1, and any s, 1 � s � d, the distribu-
tion fga11 ; . . . ; g

ad
1 : ai  R Zp for i 6¼ s, as chosen such thatQd

i¼1 g
ai
1 ¼ hg is identical to the distribution fga11 ; . . . ;

g
ad
1 :

Qd
i¼1 g

ai
1 ¼ hg. Therefore, given sss ¼ ðs1; . . . ; sdÞ, the

probability algorithm A distinguishes ss, which indi-
cates the identity of the signer, is at most 1=d. Further
explanations of this proof about identity privacy can
be found in [21]. tu

5 PUBLIC AUDITING MECHANISM

5.1 Overview

Using HARS and its properties we established in the previ-
ous section, we now construct Oruta, a privacy-preserving
public auditing mechanism for shared data in the cloud.
With Oruta, the public verifier can verify the integrity of
shared data without retrieving the entire data. Meanwhile,
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the identity of the signer on each block in shared data is
kept private from the public verifier during the auditing.

5.2 Reduce Signature Storage

Another important issue we should consider in the con-
struction of Oruta is the size of storage used for ring signa-
tures. According to the generation of ring signatures in
HARS, a block m is an element of Zp and its ring signature
contains d elements of G1, where G1 is a cyclic group with
order p. It means a jpj-bit block requires a d� jpj-bit ring sig-
nature, which forces users to spend a huge amount of space
on storing ring signatures. It will be very frustrating for
users, because cloud service providers, such as Amazon,
will charge users based on the storage space they use.

To reduce the storage of ring signatures on shared data
and still allow the public verifier to audit shared data effi-
ciently, we exploit an aggregated approach from [10] to
expand the size of each block in shared data into k� jpj bits.
Specifically, a block in shared data is denoted as mmmj ¼
ðmj;1; . . . ;mj;kÞ 2 Zk

p, for 1 � j � n and n is the total number
of blocks. To generate a ring signature on block mmmj with
HARS, a user aggregates block mj ¼ ðððmj;1; . . . ;mj;kÞ asQk

l¼1 h
mj;l

l instead of computing gm1 in Equation (1), where
h1; . . . ; hk are random values of G1. With the aggregation of
a block, the length of a ring signature is only d=k of the
length of a block. Similar methods to reduce the storage
space of signatures can also be found in [15]. Generally, to
obtain a smaller size of a ring signature than the size of a
block, we choose k > d. As a trade-off, the communication
cost of an auditing task will be increasing with an increase
of k (analyzed in later section).

5.3 Support Dynamic Operations

To enable each user in the group to easily modify data in the
cloud, Oruta should also support dynamic operations on
shared data. A dynamic operation includes an insert, delete
or update operation on a single block [9]. However, since
the computation of a ring signature includes an identifier of
a block (as presented in HARS), traditional methods, which
only use the index of a block as its identifier (i.e., the index
of block mmmj is j), are not suitable for supporting dynamic
operations on shared data efficiently.

The reason is that, when a user modifies a single block in
shared data by performing an insert or delete operation, the
indices of blocks that after the modified block are all
changed (as shown in Fig. 4), and the changes of these indi-
ces require users, who are sharing the data, to re-compute
the signatures of these blocks, even though the content of
these blocks are not modified.

By utilizing an index hash table [15], which is a data
structure indexing each block based on its hash value, our
mechanism can allow a user to efficiently perform a
dynamic operation on a single block, and avoid this type of
re-computation on other blocks. Different from [15], in our
mechanism, an identifier from the index hash table is
described as idj ¼ fvj; rjg, where vj is denoted as the virtual
index of block mmmj, and rj is a random generated by a colli-
sion-resistant hash function H2 : f0; 1g� ! Zq with rj ¼
H2ðmmmjkvjÞ. Here, q is a much smaller prime than p (e.g.,
jqj ¼ 80 bits and jpj ¼ 160 bits). Examples of different
dynamic operations on shared data with our index hash
tables are described in Figs. 5 and 6.

Specifically, the value of r generated by H2 ensures
that each block has a unique identifier (i.e., the probabil-
ity that two blocks have the same value of r is negligi-
ble). The virtual indices are able to ensure that all the
blocks in shared data are in the right order. For example,
if vi < vj, then block mmmi is ahead of block mmmj in shared
data. When shared data is created by the original user,
the initial virtual index of block mj is computed as
vj ¼ j � d, where d is a system parameter decided by the
original user. If a new block mmm0j is inserted, the virtual
index of this new block mmm0j is v0j ¼ bðvj�1 þ vjÞ=2c. Clearly,
if block mmmj and block mmmjþ1 are both originally created by
the original user, the maximum number of inserted
blocks that is allowed between block mmmj and block mmmjþ1
is d. In this paper, we assume the value of d is always
large enough to support a sufficient number of insertions
between two blocks for the group, so that any two vir-
tual indexes in the table will not be the same.

To support dynamic data without the above assump-
tion, the combination of coding techniques and Oblivious
RAM can be utilized as introduced in recent work [29].
Unfortunately, this proposed solution in [29] requires
much more computation and communication overhead.
Moreover, the property of public verifiability is inevita-
bly sacrificed in [29].

Fig. 4. Using indices as identifiers.

Fig. 5. Insert block m02 into shared data using an index hash table as
identifiers.

Fig. 6. Update block mmm1 and delete block mmm3 in shared data using an
index hash table as identifiers.
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5.4 Construction of Oruta

Now, we present the details of our public auditing mecha-
nism. It includes five algorithms:KeyGen, SigGen,Modify,
ProofGen and ProofVerify. InKeyGen, users generate their
own public/private key pairs. In SigGen, a user (either the
original user or a group user) is able to compute ring signa-
tures on blocks in shared data by using its own private key
and all the group members’ public keys. Each user in the
group is able to perform an insert, delete or update opera-
tion on a block, and compute the new ring signature on this
new block inModify. ProofGen is operated by a public ver-
ifier and the cloud server together to interactively generate
a proof of possession of shared data. In ProofVerify, the
public verifier audits the integrity of shared data by verify-
ing the proof.

Note that for the ease of understanding, we first assume
the group is static, which means the group is pre-defined
before shared data is created in the cloud and the member-
ship of the group is not changed during data sharing. Spe-
cifically, before the original user outsources shared data to
the cloud, he/she decides all the group members. We will
discuss the case of dynamic groups later.

Discussion. In the construction of Oruta, we support data
privacy by leveraging random masking (i.e., tlhð�lÞ in
ProofGen), which is also used in previous work [5] to pro-
tect data privacy for personal users. If a user wants to pro-
tect the content of private data in the cloud, this user can
also encrypt data before outsourcing it into the cloud server
with encryption techniques [30], [31], such as the combina-
tion of symmetric key encryption and attribute-based
encryption (ABE) [30].

With the sampling strategy [9], which is widely used
in most of the public auditing mechanisms, a public veri-
fier can detect any corrupted block in shared data with a
high probability by only choosing a subset of all blocks
(i.e., choosing c-element subset J from set ½1; n�) in each
auditing task. Previous work [9] has already proved that,
given a total number of blocks n ¼ 1;000;000, if 1 percent
of all the blocks are lost or removed, a public verifier
can detect these corrupted blocks with a probability
greater than 99 percent by choosing only 460 random
blocks. Of course, this public verifier can always spend
more communication overhead, and verify the integrity
of data by choosing all the n blocks in shared data. Even
if all the n blocks in shared data are selected (i.e., with-
out using sampling strategy), the communication over-
head during public auditing is still much more smaller
than retrieving the entire data from the cloud [9].

Besides choosing a larger number of random blocks,
another possible approach to improve the detection proba-
bility is to perform multiple auditing tasks on the same
shared data by using different randoms (i.e., yj is different
for block mj in each different task). Specifically, if the cur-
rent detection probability is Px and a number of t auditing
tasks is performed, then the detection probability is com-
puted as 1� ð1� PxÞt.

Dynamic Groups. We now discuss the scenario of
dynamic groups under our proposed mechanism. If a
new user can be added in the group or an existing user
can be revoked from the group, then this group is
denoted as a dynamic group. To support dynamic

groups while still allowing the public verifier to perform
public auditing, all the ring signatures on shared data
need to be re-computed with the signer’s private key
and all the current users’ public keys when the member-
ship of the group is changed.

For example, if the current size of the group is d and a
new user udþ1 is added into the group, then a ring signature
on each block in shared data needs to be re-computed with
the signer’s private key and all the dþ 1 public keys
ðpk1; . . . ;pkdþ1Þ. If the current size of the group is d and an
existing user ud is revoked from the group, then a ring sig-
nature on each block in shared data needs to be re-com-
puted with the signer’s private key and all the d� 1 public
keys ðpk1; . . . ;pkd�1Þ.

The main reason of this type of re-computation on signa-
tures introduced by dynamic groups, is because the genera-
tion of a ring signature under our mechanism requires the
signer’s private key and all the current members’ public
keys. An interesting problem for our future work will be
how to avoid this type of re-computation introduced by
dynamic groups while still preserving identity privacy from
the public verifier during the process of public auditing on
shared data.

5.5 Security Analysis of Oruta

Now, we discuss security properties of Oruta, including its
correctness, unforgeability, identity privacy and data
privacy.

Theorem 5. A public verifier is able to correctly audit the integ-
rity of shared data under Oruta.

Proof. According to the description of ProofVerify, a public
verifier believes the integrity of shared data is correct if
Equation (6) holds. So, the correctness of our scheme can
be proved by verifying the correctness of Equation (6).
Based on properties of bilinear maps and Theorem 1, the
right-hand side (RHS) of Equation (6) can be expanded
as follows:

RHS ¼
Yd
i¼1

e
Y
j2J

s
yj
j;i; wi

 ! !
� e

Yk
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�
hð�lÞ
l ; g2
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� e
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h
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Y
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h
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 !
:

tu
Theorem 6. For an untrusted cloud, it is computationally infeasi-

ble to generate a forgery of an auditing proof under Oruta as
long as the DL assumption holds.
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Proof. As proved in Theorem 2, for an untrusted cloud, if
the Co-CDH problem on ðG1;G2Þ is hard, it is computa-
tionally infeasible to generate a forgery of a ring signa-
ture under HARS. In Oruta, besides trying to compute a
forgery of a ring signature on each block to generate a
forgery of an auditing proof, if the untrusted cloud could
win the following security game, denoted as Game 1, it
can generate a forgery of an auditing proof for corrupted
shared data. Following the security game in [10], we
describe this security game as follows:

Game 1. A public verifier sends an auditing challenge
fðj; yjÞgj2J to the cloud server, the auditing proof gener-
ated based on the correct shared data M should be
f���;mmm;fff; fidjgj2J g, which is able to pass the verification
with Equation (6). The untrusted cloud generates a forg-
ery of the proof as f���;mmm0;fff; fidjgj2J g based on the cor-
rupted shared data M 0, where mmm0 ¼ ðm01; . . . ;m0kÞ and
m0l ¼

P
j2J yjm

0
j;l þ tlhð�lÞ. Define Dml ¼ m0l � ml for

1 � l � k, and at least one element of fDmlg1�l�k is

nonzero since M 6¼M 0. If this invalid proof based on the
corrupted shared data M 0 can successfully pass the veri-
fication, then the untrusted cloud wins. Otherwise, it
fails.

Now, we prove that, if the untrusted cloud could
win Game 1, we can find a solution of solving the DL
problem in G1, which contradicts to the DL assump-
tion that the DL problem in G1 is computationally
infeasible. We first assume the untrusted cloud can
win Game 1. Then, according to Equation (6), we have

e
Y
j2J

H1ðidjÞyj �
Yk
l¼1

h
m0
l

l ; g2

 !

¼
Yd
i¼1

eðfi; wiÞ
 !

e
Yk
l¼1

�
hð�lÞ
l ; g2

 !
:

Because f���;mmm;fff; fidjgj2J g is a correct auditing proof, we
also have

Fig. 7. Details of Oruta.
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e
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e
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Then, we can learn that

Yk
l¼1

h
m0
l

l ¼
Yk
l¼1

h
ml
l ;

Yk
l¼1

h
Dml
l ¼ 1:

For two random elements g, h 2 G1, there exists x 2 Zp

that h ¼ gx because G1 is a cyclic group. Without loss of
generality, given g, h 2 G1, each hl is able to randomly
and correctly generated by computing hl ¼ g�lhgl 2 G1,
where �l and g l are random values of Zp. Then, we have

1 ¼
Yk
l¼1

h
Dml
l ¼

Yk
l¼1
ðg�lhglÞDml ¼ g

Pk

l¼1 �lDml �h
Pk

l¼1 glDml :

Clearly, we can find a solution to the DL problem. More
specifically, given g, hx 2 G1, we can compute

h ¼ g

Pk

l¼1 �lDmlPk

l¼1 glDml ¼ gx; x ¼
Pk

l¼1 �lDmlPk
l¼1 glDml

:

unless the denominator
Pk

l¼1 g lDml is zero. However, as
we defined in Game 1, at least one element of fDmlg1�l�k
is nonzero, and g l is random element of Zp, therefore, the
denominator is zero with probability of 1=p. It means, if
the untrusted cloud wins Game 1, we can find a solution
to the DL problem with a probability of 1� 1=p, which is
non-negligible. It contradicts the assumption that the DL
problem is hard in G1. Therefore, for an untrusted cloud,
it is computationally infeasible to generate a forgery of
an auditing proof. tu
Now, we show that the identity of the signer on each

block in share data is not disclosed to a public verifier.

Theorem 7. During public auditing, the probability for a
public verifier to distinguish the identities of all the signers
on the c selected blocks in shared data is at most 1=dc.

Proof. According to Theorem 4, for any algorithm A, the
probability to reveal the signer on one block is 1=d.
Because the c selected blocks are signed independently,

where c 2 ½1; n�, the total probability that the public veri-
fier can distinguish all the signers’ identities on the c
selected blocks in shared data is at most 1=dc. tu
Let us reconsider the example we described in Sec-

tion 1. With our proposed mechanism, the public verifier
knows each block in shared data is either signed by
Alice or Bob, because it needs both users’ public keys to
verify the correctness of the entire shared data. However,
it cannot distinguish who is the signer on each particular
block (as shown in Fig. 8). Therefore, the public verifier
cannot have additional advantages on revealing private
information, such as who always signs the largest num-
ber of blocks in shared data or which particular block is
frequently modified by different group members.

Following the similar theorem in [5], we show that our
scheme is also able to support data privacy.

Theorem 8. Given an auditing proof ¼ f���;mmm;fff; fidjgj2J g, it
is computationally infeasible for a public verifier to
reveal any private data in shared data under Oruta as
long as the DL assumption holds.

Proof. If the combined element
P

j2J yjmj;l, which is a linear
combination of all the elements in block mj, is directly
sent to a public verifier, the public verifier could learn
the content of data by solving linear equations after col-
lecting a sufficient number of linear combinations. To
preserve private data, the combined element is computed
with random masking as ml ¼

P
j2J yjmj;l þ tlhð�lÞ. In

Fig. 8. Alice and Bob share a file in the cloud, and a public verifier audits
the integrity of shared data with Oruta.

Fig. 9. Details of Batch Auditing.
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order to still solve linear equations, the public verifier
must know the value of tl 2 Zp. However, given hl 2 G1

�l ¼ h
tl
l 2 G1, computing tl is as hard as solving the DL

problem in G1, which is computationally infeasible.
Therefore, give ��� and mmm, the public verifier cannot
directly obtain any linear combination of all the elements
in a block, and cannot further reveal any private data in
shared dataM. tu

5.6 Batch Auditing

Sometimes, a public verifier may need to verify the cor-
rectness of multiple auditing tasks in a very short time.
Directly verifying these multiple auditing tasks sepa-
rately would be inefficient. By leveraging the properties
of bilinear maps, we can further extend Oruta to support
batch auditing, which can verify the correctness of multi-
ple auditing tasks simultaneously and improve the effi-
ciency of public auditing. Details of batch auditing are
presented in Fig. 9.

Based on the correctness of Equation (6), the correctness
of batch auditing in Equation (7) can be presented as
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If all the B shared data are from the same group, the pub-
lic verifier can further improve the efficiency of batch audit-
ing by verifying

e
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(8)

which can save the public verifier about ðd� 1ÞB pairing
operations in total compared to Equation (7).

Note that batch auditing will fail if at least one incorrect
auditing proof exists in all the B auditing proofs. To allow
most of auditing proofs to still pass the verification when
there exists only a small number of incorrect auditing proofs,
we can utilize binary search [5] during batch auditing.

More specifically, once the batch auditing of the B
auditing proofs fails, the public verifier divides the set of
all the B auditing proofs into two subsets, where each
subset contains a number of B=2 auditing proofs. Then
the public verifier re-checks the correctness of auditing
proofs in each subset using batch auditing. If the verifica-
tion result of one subset is correct, then all the auditing
proofs in this subset are all correct. Otherwise, this subset
is further divided into two sub-subsets, and the public
verifier re-checks the correctness of auditing proofs in

each sub-subset with batch auditing until all the incorrect
auditing proofs are found. Clearly, when the number of
incorrect auditing proofs increases, the public verifier
needs more time to distinguish all the incorrect auditing
proofs, and the efficiency of batch auditing will be
reduced. Experimental results in Section 6 shows that,
when less than 12 percent of all the B auditing proofs are
incorrect, batching auditing is still more efficient than ver-
ifying all the B auditing proofs one by one.

6 PERFORMANCE

In this section, we first analyze the computation and com-
munication costs of Oruta, and then evaluate the perfor-
mance of Oruta in experiments.

6.1 Computation Cost

During an auditing task, the public verifier first generates
some random values to construct an auditing challenge,
which only introduces a small cost in computation. Then,
after receiving the auditing challenge, the cloud server
needs to compute an auditing proof f���;mmm;fff; fidjgj2J g.
Based on the description in Section 5, the computation cost
of calculating an auditing proof is about ðkþ dcÞExpG1

þ
dcMulG1

þ ckMulZp þ kHashZp , where ExpG1
denotes the cost

of computing one exponentiation in G1, MulG1
denotes the

cost of computing one multiplication in G1, MulZp and
HashZp respectively denote the cost of computing one multi-
plication and one hashing operation in Zp. To check the cor-
rectness of an auditing proof f���;mmm;fff; fidjgj2J g, a public
verifier audits it with Equation (6). The total cost of verify-
ing this auditing proof is about ð2kþ cÞExpG1

þ ð2kþ cÞ
MulG1

þ dMulGT
þ cHashG1

þ ðdþ 2ÞPair. We use Pair to
denote the cost of computing one pairing operation on
e : G1 � G2 ! GT .

6.2 Communication Cost

The communication cost of Oruta is mainly introduced by
two aspects: the auditing challenge and auditing proof. For
each auditing challenge fj; yjgj2J , the communication cost
is cðjqj þ jnjÞ bits, where jqj is the length of an element of Zq

and jnj is the length of an index. Each auditing proof
f���;mmm;fff; fidjgj2J g contains ðkþ dÞ elements of G1, k elements
of Zp and c elements of Zq, therefore the communication cost
of one auditing proof is ð2kþ dÞjpj þ cjqj bits.

6.3 Experimental Results

We now evaluate the efficiency of Oruta in experiments. In
our experiments, we utilize the GNU Multiple Precision
Arithmetic (GMP) library and Pairing Based Cryptography
(PBC) library. All the following experiments are based on C
and tested on a 2.26 GHz Linux system over 1;000 times.
Because Oruta needs more exponentiations than pairing
operations during the process of auditing, the elliptic curve
we choose in our experiments is an MNT curve with a base
field size of 159 bits, which has a better performance than
other curves on computing exponentiations. We choose
jpj ¼ 160 bits and jqj ¼ 80 bits. We assume the total number
of blocks in shared data is n ¼ 1;000; 000 and jnj ¼ 20 bits.
The size of shared data is 2GB. To keep the detection proba-
bility greater than 99 percent, we set the number of selected
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blocks in an auditing task as c ¼ 460 [9]. If only 300 blocks
are selected, the detection probability is greater than 95 per-
cent. We also assume the size of the group d 2 ½2; 20� in the
following experiments. Certainly, if a larger group size is
used, the total computation cost will increase due to the
increasing number of exponentiations and pairing
operations.

Performance of Signature Generation. According to Sec-
tion 5, the generation time of a ring signature on a block is
determined by the number of users in the group and the
number of elements in each block. As illustrated in Figs. 10a
and 10b, when k is fixed, the generation time of a ring signa-
ture is linearly increasing with the size of the group; when d
is fixed, the generation time of a ring signature is linearly
increasing with the number of elements in each block. Spe-
cifically, when d ¼ 10 and k ¼ 100, a user in the group
requires about 37 milliseconds to compute a ring signature
on a block in shared data.

Performance of Auditing. Based on our proceeding analy-
ses, the auditing performance of Oruta under different
detection probabilities is illustrated in Figs. 11a and 12b,
and Table 2. As shown in Fig. 11a, the auditing time is line-
arly increasing with the size of the group. When c ¼ 300, if
there are two users sharing data in the cloud, the auditing
time is only about 0:5 seconds; when the number of group
member increases to 20, it takes about 2:5 seconds to finish
the same auditing task. The communication cost of an audit-
ing task under different parameters is presented in Figs. 12a
and 12b. Compared to the size of entire shared data, the
communication cost that a public verifier consumes in an
auditing task is very small. It is clear in Table 2 that when
maintaining a higher detection probability, a public verifier
needs to consume more computation and communication
overhead to finish the auditing task. Specifically, when
c ¼ 300, it takes a public verifier 1:32 seconds to audit the
correctness of shared data, where the size of shared data is 2
GB; when c ¼ 460, a public verifier needs 1:94 seconds to
verify the integrity of the same shared data.

As we discussed in the previous section, the privacy per-
formance of our mechanism depends on the number of
members in the group. Given a block in shared data, the
probability that a public verifier fails to reveal the identity
of the signer is 1� 1=d, where d 	 2. Clearly, when the num-
ber of group members is larger, our mechanism has a better
performance in terms of privacy. As we can see from
Fig. 13a, this privacy performance increases with an
increase of the size of the group.

Performance of Batch Auditing. As we discussed in Sec-
tion 5, when there are multiple auditing proofs, the public
verifier can improve the efficiency of verification by per-
forming batch auditing. In the following experiments, we
choose c ¼ 300, k ¼ 100 and d ¼ 10. Compared to verifying
a number of B auditing proofs one by one, if these B audit-
ing proofs are for different groups, batching auditing can
save 2:1 percent of the auditing time per auditing proof on
average (as shown in Fig. 14a). If these B auditing tasks are
for the same group, batching auditing can save 12:6 percent
of the average auditing time per auditing proof (as shown
in Fig. 14b).

Now we evaluate the performance of batch auditing
when incorrect auditing proofs exist among the B auditing
proofs. As we mentioned in Section 5, we can use binary
search in batch auditing, so that we can distinguish the
incorrect ones from the B auditing proofs. However, the
increasing number of incorrect auditing proofs will reduce
the efficiency of batch auditing. It is important for us to find
out the maximal number of incorrect auditing proofs exist
in the B auditing proofs, where the batch auditing is still
more efficient than separate auditing.

In this experiment, we assume the total number of
auditing proofs in the batch auditing is B ¼ 128 (because
we leverage binary search, it is better to set B as a power
of 2), the number of elements in each block is k ¼ 100
and the number of users in the group is d ¼ 10. Let A
denote the number of incorrect auditing proofs. In addi-
tion, we also assume that it always requires the worst-
case algorithm to detect the incorrect auditing proofs in
the experiment. According to Equation (7) and (8), the
extra computation cost in binary search is mainly

Fig. 10. Performance of signature generation. Fig. 12. Performance of communication cost.

Fig. 11. Performance of auditing time.

TABLE 2
Performance of Auditing

54 IEEE TRANSACTIONS ON CLOUD COMPUTING, VOL. 2, NO. 1, JANUARY-MARCH 2014



introduced by extra pairing operations. As shown in
Fig. 14a, if all the 128 auditing proofs are for different
groups, when the number of incorrect auditing proofs is
less than 16 (12 percent of all the auditing proofs), batch-
ing auditing is still more efficient than separate auditing.
Similarly, in Fig. 14b, if all the auditing proofs are for
the same group, when the number of incorrect auditing
proofs is more than 16, batching auditing is less efficient
than verifying these auditing proofs separately.

7 RELATED WORK

Provable data possession (PDP), proposed by Ateniese et al.
[9], allows a verifier to check the correctness of a client’s
data stored at an untrusted server. By utilizing RSA-based
homomorphic authenticators and sampling strategies, the
verifier is able to publicly audit the integrity of data without
retrieving the entire data, which is referred to as public
auditing. Unfortunately, their mechanism is only suitable
for auditing the integrity of personal data. Juels and Kaliski
[32] defined another similar model called Proofs of Retriev-
ability (POR), which is also able to check the correctness of
data on an untrusted server. The original file is added with
a set of randomly-valued check blocks called sentinels.
The verifier challenges the untrusted server by specifying
the positions of a collection of sentinels and asking the
untrusted server to return the associated sentinel values.
Shacham and Waters [10] designed two improved schemes.
The first scheme is built from BLS signatures [27], and the
second one is based on pseudo-random functions.

To support dynamic data, Ateniese et al. [33] presented
an efficient PDP mechanism based on symmetric keys. This
mechanism can support update and delete operations on
data, however, insert operations are not available in this
mechanism. Because it exploits symmetric keys to verify
the integrity of data, it is not public verifiable and only pro-
vides a user with a limited number of verification requests.
Wang et al. [12] utilized Merkle Hash Tree and BLS signa-
tures [27] to support dynamic data in a public auditing
mechanism. Erway et al. [11] introduced dynamic provable
data possession (DPDP) by using authenticated dictionar-
ies, which are based on rank information. Zhu et al. [15]
exploited the fragment structure to reduce the storage of
signatures in their public auditing mechanism. In addition,
they also used index hash tables to provide dynamic opera-
tions on data. The public mechanism proposed by Wang
et al. [5] and its journal version [18] are able to preserve
users’ confidential data from a public verifier by using

randommaskings. In addition, to operate multiple auditing
tasks from different users efficiently, they extended their
mechanism to enable batch auditing by leveraging aggre-
gate signatures [21].

Wang et al. [13] leveraged homomorphic tokens to ensure
the correctness of erasure codes-based data distributed on
multiple servers. This mechanism is able not only to support
dynamic data, but also to identify misbehaved servers. To
minimize communication overhead in the phase of data
repair, Chen et al. [14] also introduced a mechanism for
auditing the correctness of data under the multi-server sce-
nario, where these data are encoded by network coding
instead of using erasure codes. More recently, Cao et al. [16]
constructed an LT codes-based secure and reliable cloud
storage mechanism. Compare to previous work [13], [14],
this mechanism can avoid high decoding computation cost
for data users and save computation resource for online data
owners during data repair.

8 CONCLUSION AND FUTURE WORK

In this paper, we propose Oruta, a privacy-preserving pub-
lic auditing mechanism for shared data in the cloud. We
utilize ring signatures to construct homomorphic authenti-
cators, so that a public verifier is able to audit shared data
integrity without retrieving the entire data, yet it cannot
distinguish who is the signer on each block. To improve
the efficiency of verifying multiple auditing tasks, we fur-
ther extend our mechanism to support batch auditing.

There are two interesting problems we will continue to
study for our future work. One of them is traceability,
which means the ability for the group manager (i.e., the
original user) to reveal the identity of the signer based on
verification metadata in some special situations. Since Oruta
is based on ring signatures, where the identity of the signer
is unconditionally protected [21], the current design of ours
does not support traceability. To the best of our knowledge,
designing an efficient public auditing mechanism with the
capabilities of preserving identity privacy and supporting
traceability is still open. Another problem for our future
work is how to prove data freshness (prove the cloud pos-
sesses the latest version of shared data) while still preserv-
ing identity privacy.
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